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联网报警运营规范
1　 [bookmark: _Toc413166287][bookmark: _Toc413166980][bookmark: _Toc413167161][bookmark: _Toc413245641][bookmark: _Toc413245852][bookmark: _Toc413245984][bookmark: _Toc413246110][bookmark: _Toc413246242][bookmark: _Toc413246375][bookmark: _Toc413246509][bookmark: _Toc413246642][bookmark: _Toc413246775][bookmark: _Toc413249916][bookmark: _Toc413166288][bookmark: _Toc413166981][bookmark: _Toc413167162][bookmark: _Toc413245642][bookmark: _Toc413245853][bookmark: _Toc413245985][bookmark: _Toc413246111][bookmark: _Toc413246243][bookmark: _Toc413246376][bookmark: _Toc413246510][bookmark: _Toc413246643][bookmark: _Toc413246776][bookmark: _Toc413249917][bookmark: _Toc413166289][bookmark: _Toc413166982][bookmark: _Toc413167163][bookmark: _Toc413245643][bookmark: _Toc413245854][bookmark: _Toc413245986][bookmark: _Toc413246112][bookmark: _Toc413246244][bookmark: _Toc413246377][bookmark: _Toc413246511][bookmark: _Toc413246644][bookmark: _Toc413246777][bookmark: _Toc413249918][bookmark: _Toc413166290][bookmark: _Toc413166983][bookmark: _Toc413167164][bookmark: _Toc413245644][bookmark: _Toc413245855][bookmark: _Toc413245987][bookmark: _Toc413246113][bookmark: _Toc413246245][bookmark: _Toc413246378][bookmark: _Toc413246512][bookmark: _Toc413246645][bookmark: _Toc413246778][bookmark: _Toc413249919][bookmark: _Toc413166291][bookmark: _Toc413166984][bookmark: _Toc413167165][bookmark: _Toc413245645][bookmark: _Toc413245856][bookmark: _Toc413245988][bookmark: _Toc413246114][bookmark: _Toc413246246][bookmark: _Toc413246379][bookmark: _Toc413246513][bookmark: _Toc413246646][bookmark: _Toc413246779][bookmark: _Toc413249920][bookmark: _Toc413166292][bookmark: _Toc413166985][bookmark: _Toc413167166][bookmark: _Toc413245646][bookmark: _Toc413245857][bookmark: _Toc413245989][bookmark: _Toc413246115][bookmark: _Toc413246247][bookmark: _Toc413246380][bookmark: _Toc413246514][bookmark: _Toc413246647][bookmark: _Toc413246780][bookmark: _Toc413249921][bookmark: _Toc413166293][bookmark: _Toc413166986][bookmark: _Toc413167167][bookmark: _Toc413245647][bookmark: _Toc413245858][bookmark: _Toc413245990][bookmark: _Toc413246116][bookmark: _Toc413246248][bookmark: _Toc413246381][bookmark: _Toc413246515][bookmark: _Toc413246648][bookmark: _Toc413246781][bookmark: _Toc413249922][bookmark: _Toc413166294][bookmark: _Toc413166987][bookmark: _Toc413167168][bookmark: _Toc413245648][bookmark: _Toc413245859][bookmark: _Toc413245991][bookmark: _Toc413246117][bookmark: _Toc413246249][bookmark: _Toc413246382][bookmark: _Toc413246516][bookmark: _Toc413246649][bookmark: _Toc413246782][bookmark: _Toc413249923][bookmark: _Toc413166295][bookmark: _Toc413166988][bookmark: _Toc413167169][bookmark: _Toc413245649][bookmark: _Toc413245860][bookmark: _Toc413245992][bookmark: _Toc413246118][bookmark: _Toc413246250][bookmark: _Toc413246383][bookmark: _Toc413246517][bookmark: _Toc413246650][bookmark: _Toc413246783][bookmark: _Toc413249924][bookmark: _Toc413166296][bookmark: _Toc413166989][bookmark: _Toc413167170][bookmark: _Toc413245650][bookmark: _Toc413245861][bookmark: _Toc413245993][bookmark: _Toc413246119][bookmark: _Toc413246251][bookmark: _Toc413246384][bookmark: _Toc413246518][bookmark: _Toc413246651][bookmark: _Toc413246784][bookmark: _Toc413249925][bookmark: _Toc413166297][bookmark: _Toc413166990][bookmark: _Toc413167171][bookmark: _Toc413245651][bookmark: _Toc413245862][bookmark: _Toc413245994][bookmark: _Toc413246120][bookmark: _Toc413246252][bookmark: _Toc413246385][bookmark: _Toc413246519][bookmark: _Toc413246652][bookmark: _Toc413246785][bookmark: _Toc413249926][bookmark: _Toc413166298][bookmark: _Toc413166991][bookmark: _Toc413167172][bookmark: _Toc413245652][bookmark: _Toc413245863][bookmark: _Toc413245995][bookmark: _Toc413246121][bookmark: _Toc413246253][bookmark: _Toc413246386][bookmark: _Toc413246520][bookmark: _Toc413246653][bookmark: _Toc413246786][bookmark: _Toc413249927][bookmark: _Toc413166299][bookmark: _Toc413166992][bookmark: _Toc413167173][bookmark: _Toc413245653][bookmark: _Toc413245864][bookmark: _Toc413245996][bookmark: _Toc413246122][bookmark: _Toc413246254][bookmark: _Toc413246387][bookmark: _Toc413246521][bookmark: _Toc413246654][bookmark: _Toc413246787][bookmark: _Toc413249928][bookmark: _Toc413166300][bookmark: _Toc413166993][bookmark: _Toc413167174][bookmark: _Toc413245654][bookmark: _Toc413245865][bookmark: _Toc413245997][bookmark: _Toc413246123][bookmark: _Toc413246255][bookmark: _Toc413246388][bookmark: _Toc413246522][bookmark: _Toc413246655][bookmark: _Toc413246788][bookmark: _Toc413249929][bookmark: _Toc413166301][bookmark: _Toc413166994][bookmark: _Toc413167175][bookmark: _Toc413245655][bookmark: _Toc413245866][bookmark: _Toc413245998][bookmark: _Toc413246124][bookmark: _Toc413246256][bookmark: _Toc413246389][bookmark: _Toc413246523][bookmark: _Toc413246656][bookmark: _Toc413246789][bookmark: _Toc413249930][bookmark: _Toc413166302][bookmark: _Toc413166995][bookmark: _Toc413167176][bookmark: _Toc413245656][bookmark: _Toc413245867][bookmark: _Toc413245999][bookmark: _Toc413246125][bookmark: _Toc413246257][bookmark: _Toc413246390][bookmark: _Toc413246524][bookmark: _Toc413246657][bookmark: _Toc413246790][bookmark: _Toc413249931][bookmark: _Toc413166303][bookmark: _Toc413166996][bookmark: _Toc413167177][bookmark: _Toc413245657][bookmark: _Toc413245868][bookmark: _Toc413246000][bookmark: _Toc413246126][bookmark: _Toc413246258][bookmark: _Toc413246391][bookmark: _Toc413246525][bookmark: _Toc413246658][bookmark: _Toc413246791][bookmark: _Toc413249932][bookmark: _Toc413166304][bookmark: _Toc413166997][bookmark: _Toc413167178][bookmark: _Toc413245658][bookmark: _Toc413245869][bookmark: _Toc413246001][bookmark: _Toc413246127][bookmark: _Toc413246259][bookmark: _Toc413246392][bookmark: _Toc413246526][bookmark: _Toc413246659][bookmark: _Toc413246792][bookmark: _Toc413249933][bookmark: _Toc413166305][bookmark: _Toc413166998][bookmark: _Toc413167179][bookmark: _Toc413245659][bookmark: _Toc413245870][bookmark: _Toc413246002][bookmark: _Toc413246128][bookmark: _Toc413246260][bookmark: _Toc413246393][bookmark: _Toc413246527][bookmark: _Toc413246660][bookmark: _Toc413246793][bookmark: _Toc413249934][bookmark: _Toc413166306][bookmark: _Toc413166999][bookmark: _Toc413167180][bookmark: _Toc413245660][bookmark: _Toc413245871][bookmark: _Toc413246003][bookmark: _Toc413246129][bookmark: _Toc413246261][bookmark: _Toc413246394][bookmark: _Toc413246528][bookmark: _Toc413246661][bookmark: _Toc413246794][bookmark: _Toc413249935][bookmark: _Toc413166307][bookmark: _Toc413167000][bookmark: _Toc413167181][bookmark: _Toc413245661][bookmark: _Toc413245872][bookmark: _Toc413246004][bookmark: _Toc413246130][bookmark: _Toc413246262][bookmark: _Toc413246395][bookmark: _Toc413246529][bookmark: _Toc413246662][bookmark: _Toc413246795][bookmark: _Toc413249936][bookmark: _Toc413166308][bookmark: _Toc413167001][bookmark: _Toc413167182][bookmark: _Toc413245662][bookmark: _Toc413245873][bookmark: _Toc413246005][bookmark: _Toc413246131][bookmark: _Toc413246263][bookmark: _Toc413246396][bookmark: _Toc413246530][bookmark: _Toc413246663][bookmark: _Toc413246796][bookmark: _Toc413249937][bookmark: _Toc413166309][bookmark: _Toc413167002][bookmark: _Toc413167183][bookmark: _Toc413245663][bookmark: _Toc413245874][bookmark: _Toc413246006][bookmark: _Toc413246132][bookmark: _Toc413246264][bookmark: _Toc413246397][bookmark: _Toc413246531][bookmark: _Toc413246664][bookmark: _Toc413246797][bookmark: _Toc413249938][bookmark: _Toc413166310][bookmark: _Toc413167003][bookmark: _Toc413167184][bookmark: _Toc413245664][bookmark: _Toc413245875][bookmark: _Toc413246007][bookmark: _Toc413246133][bookmark: _Toc413246265][bookmark: _Toc413246398][bookmark: _Toc413246532][bookmark: _Toc413246665][bookmark: _Toc413246798][bookmark: _Toc413249939][bookmark: _Toc413166311][bookmark: _Toc413167004][bookmark: _Toc413167185][bookmark: _Toc413245665][bookmark: _Toc413245876][bookmark: _Toc413246008][bookmark: _Toc413246134][bookmark: _Toc413246266][bookmark: _Toc413246399][bookmark: _Toc413246533][bookmark: _Toc413246666][bookmark: _Toc413246799][bookmark: _Toc413249940][bookmark: _Toc413166312][bookmark: _Toc413167005][bookmark: _Toc413167186][bookmark: _Toc413245666][bookmark: _Toc413245877][bookmark: _Toc413246009][bookmark: _Toc413246135][bookmark: _Toc413246267][bookmark: _Toc413246400][bookmark: _Toc413246534][bookmark: _Toc413246667][bookmark: _Toc413246800][bookmark: _Toc413249941][bookmark: _Toc413166313][bookmark: _Toc413167006][bookmark: _Toc413167187][bookmark: _Toc413245667][bookmark: _Toc413245878][bookmark: _Toc413246010][bookmark: _Toc413246136][bookmark: _Toc413246268][bookmark: _Toc413246401][bookmark: _Toc413246535][bookmark: _Toc413246668][bookmark: _Toc413246801][bookmark: _Toc413249942][bookmark: _Toc413166314][bookmark: _Toc413167007][bookmark: _Toc413167188][bookmark: _Toc413245668][bookmark: _Toc413245879][bookmark: _Toc413246011][bookmark: _Toc413246137][bookmark: _Toc413246269][bookmark: _Toc413246402][bookmark: _Toc413246536][bookmark: _Toc413246669][bookmark: _Toc413246802][bookmark: _Toc413249943][bookmark: _Toc413166315][bookmark: _Toc413167008][bookmark: _Toc413167189][bookmark: _Toc413245669][bookmark: _Toc413245880][bookmark: _Toc413246012][bookmark: _Toc413246138][bookmark: _Toc413246270][bookmark: _Toc413246403][bookmark: _Toc413246537][bookmark: _Toc413246670][bookmark: _Toc413246803][bookmark: _Toc413249944][bookmark: _Toc413166316][bookmark: _Toc413167009][bookmark: _Toc413167190][bookmark: _Toc413245670][bookmark: _Toc413245881][bookmark: _Toc413246013][bookmark: _Toc413246139][bookmark: _Toc413246271][bookmark: _Toc413246404][bookmark: _Toc413246538][bookmark: _Toc413246671][bookmark: _Toc413246804][bookmark: _Toc413249945][bookmark: _Toc413166317][bookmark: _Toc413167010][bookmark: _Toc413167191][bookmark: _Toc413245671][bookmark: _Toc413245882][bookmark: _Toc413246014][bookmark: _Toc413246140][bookmark: _Toc413246272][bookmark: _Toc413246405][bookmark: _Toc413246539][bookmark: _Toc413246672][bookmark: _Toc413246805][bookmark: _Toc413249946][bookmark: _Toc413166318][bookmark: _Toc413167011][bookmark: _Toc413167192][bookmark: _Toc413245672][bookmark: _Toc413245883][bookmark: _Toc413246015][bookmark: _Toc413246141][bookmark: _Toc413246273][bookmark: _Toc413246406][bookmark: _Toc413246540][bookmark: _Toc413246673][bookmark: _Toc413246806][bookmark: _Toc413249947][bookmark: _Toc413166319][bookmark: _Toc413167012][bookmark: _Toc413167193][bookmark: _Toc413245673][bookmark: _Toc413245884][bookmark: _Toc413246016][bookmark: _Toc413246142][bookmark: _Toc413246274][bookmark: _Toc413246407][bookmark: _Toc413246541][bookmark: _Toc413246674][bookmark: _Toc413246807][bookmark: _Toc413249948][bookmark: _Toc413166320][bookmark: _Toc413167013][bookmark: _Toc413167194][bookmark: _Toc413245674][bookmark: _Toc413245885][bookmark: _Toc413246017][bookmark: _Toc413246143][bookmark: _Toc413246275][bookmark: _Toc413246408][bookmark: _Toc413246542][bookmark: _Toc413246675][bookmark: _Toc413246808][bookmark: _Toc413249949][bookmark: _Toc413166321][bookmark: _Toc413167014][bookmark: _Toc413167195][bookmark: _Toc413245675][bookmark: _Toc413245886][bookmark: _Toc413246018][bookmark: _Toc413246144][bookmark: _Toc413246276][bookmark: _Toc413246409][bookmark: _Toc413246543][bookmark: _Toc413246676][bookmark: _Toc413246809][bookmark: _Toc413249950][bookmark: _Toc402179387][bookmark: _Toc402180241][bookmark: _Toc402182386][bookmark: _Toc407617593][bookmark: _Toc407620349][bookmark: _Toc407620391][bookmark: _Toc407620441][bookmark: _Toc407620880][bookmark: _Toc23899][bookmark: _Toc532916402][bookmark: _Toc532981271][bookmark: _Toc533189970][bookmark: _Toc534232754]范围
本规范规定了公安机关的监督管理职责，联网报警运营服务从业单位的企业要求、技术管理要求和安全保密要求。
本规范适用于联网报警运营服务从业单位的管理及监管部门的监督。
2　 [bookmark: _Toc402179388][bookmark: _Toc402180242][bookmark: _Toc402182387][bookmark: _Toc407617594][bookmark: _Toc407620350][bookmark: _Toc407620392][bookmark: _Toc407620442][bookmark: _Toc407620881][bookmark: _Toc19627][bookmark: _Toc532916403][bookmark: _Toc532981272][bookmark: _Toc533189971][bookmark: _Toc534232755]规范性引用文件
下列文件对本文件的应用是必不可少的。凡是注日期的引用文件，仅所注日期的版本适用于本文件；凡是不注日期的引用文件，其最新版本（包括所有的修改单）适用于本文件。
GB/T 16676 银行安全防范报警监控联网系统技术要求
GB/T 20988-2007 信息安全技术　信息系统灾难恢复规范
GB/T 28181-2016公共安全视频监控联网系统信息传输、交换、控制技术要求
GB/T 30168 普通高等学校安全技术防范系统要求
GB/T 32581 入侵和紧急报警系统技术要求
GB 50348 安全防范工程技术标准
GB 50394 入侵报警系统工程设计规范
GB 50395 视频安防监控系统工程设计规范
GB 50396 出入口控制系统工程设计规范
GA/T 367 视频安防监控系统技术要求
GA/T 669.1-2008 城市监控报警联网系统 技术标准 第1部分:通用技术要求
GA/T 669.6-2008　城市监控报警联网系统 技术标准第6部分:视音频显示、存储、播放技术要求
GA/T 669.7-2008 城市监控报警联网系统 技术标准 第7部分:管理平台技术要求
GA/T 792.1 城市监控报警联网系统  管理标准 第1部分：图像信息采集、接入、使用管理要求　
GA 1081 安全防范系统维护保养规范
GA 1383 报警运营服务规范
GB50174-2017数据中心设计规范
GB2887-2000计算机场地技术条件
GB9361-2011计算机场地安全要求
3　 [bookmark: _Toc532916404][bookmark: _Toc532916349][bookmark: _Toc534232756][bookmark: _Toc533189972][bookmark: _Toc532981273][bookmark: _Toc532916405][bookmark: _Toc26645][bookmark: _Toc407620882][bookmark: _Toc407620443][bookmark: _Toc407620393][bookmark: _Toc407620351][bookmark: _Toc407617595][bookmark: _Toc402182388][bookmark: _Toc402180243][bookmark: _Toc402179389]术语、定义和缩略语
[bookmark: _Toc17808][bookmark: _Toc20331]GA 1383、GB50348中界定的以及下列术语和定义适用于本规范。
3. [bookmark: _Toc533189973][bookmark: _Toc532981274][bookmark: _Toc532916406][bookmark: _Toc402180244][bookmark: _Toc407620394][bookmark: _Toc402182389][bookmark: _Toc407620444][bookmark: _Toc407620883][bookmark: _Toc20213][bookmark: _Toc402179390]术语和定义
[bookmark: _Toc532916407]3.1.1    异地容灾 disaster recovery  
[bookmark: _Toc532916408][bookmark: _Toc532916409]在同城的两个不同的机房或两座不同的城市的不同的地方，构建一套或者多套相同的服务、应用和数据库系统，以提高抵抗各种不安全因素（如自然灾害、设备损毁等灾难性事件）的冗灾、备份能力。
[bookmark: _Toc532916410]3.1.2保安员  security guard
年满18周岁，身体健康，品行良好，具有初中以上学历的中国公民可以申领保安员证，从事保安服务工作。申请人经设区的市级人民政府公安机关考试、审查合格并留存指纹等人体生物信息的，发给保安员证。
[bookmark: _Toc532916411]3.1.3保安员资格证  security guard certificate
保安员资格证分为公安部门颁发的保安员证和人社部门颁发的保安员职业资格证。
3. [bookmark: _Toc402182390][bookmark: _Toc402180245][bookmark: _Toc402179391][bookmark: _Toc413249955][bookmark: _Toc413246814][bookmark: _Toc413167019][bookmark: _Toc407620884][bookmark: _Toc407620445][bookmark: _Toc533189974][bookmark: _Toc532981275][bookmark: _Toc532916412][bookmark: _Toc20475][bookmark: _Toc407620898][bookmark: _Toc407620459][bookmark: _Toc407620395][bookmark: _Toc402182391][bookmark: _Toc402180246][bookmark: _Toc402179392]缩略语
[bookmark: _Toc23978][bookmark: _Toc14001]下列缩略语适用于本文件。
GPRS General Packet Radio Service 通用分组无线服务技术
NB-IOT Narrow Band Internet of Things 窄带物联网
5G  5th-Generation 第五代移动通信技术
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4.1　 从事联网报警运营服务的从业人员、服务场地、设施设备等应符合《保安服务管理条例》（国务院第564号令）。
4.2　 从事联网报警运营服务的从业单位应取得《保安服务许可证》。
4.3　 从事联网报警运营的从业单位应按照GA 1383的规定提供服务。
5　 从业人员
5.1　 人员要求
5.1.1应年满18周岁，身体健康，品行良好，具有初中以上学历。
5.1.2应通过设区的市级人民政府公安机关考试、审查。
5.1.3 应经过从业单位的法律、保安专业知识和技能培训。
5.1.4 应取得《保安员证》。
5.2　 人员配置
现场处置巡逻、值守人员、设计施工人员配置应符合表1要求




表1 现场处置巡逻、值守人员、设计施工人员配置要求
	服务客户（户）
	现场处置巡逻（人）
	人工值守（人）
	设计施工（人）

	≤100
	≥10
	≥10
	≥20

	101~500 
	≥20
	≥15
	≥25

	501~1000
	≥30
	≥20
	≥30

	1001~2000
	≥40
	≥25
	≥40

	2001~5000
	≥55
	≥30
	≥45

	5001~10000
	≥80
	≥35
	≥50

	≥10001
	≥200
	≥40
	≥100



6　 服务场地
6.1　 服务场地应设置运营中心，运营服务中心与办公场所应进行有效隔离。
6.2　 运营服务中心的自身防范应符合 GB 50348的规定。
6.3　 运营服务中心的电磁防护、防雷接地、防火、温度、湿度和照明等设施应符合GB 50174的规定。
7　 设施设备
应符合GA 1383规定。
8　 设施设备
8.1　 组织架构
8.1.1应专门设置管理部门、技术部门、运行维护部门和关键岗位。
8.1.2应明确部门和诶岗位的职责。
8.2　 [bookmark: _Toc534232758][bookmark: _Toc533189981][bookmark: _Toc532981281][bookmark: _Toc532916443]管理制度
管理制度包括：
a) 管理性文件；
b) 技术性文件；
c) 外来文件；
d) 记录。
8.3　 组织架构
8.3.1应对各部门和岗位运行情况进行日常监督和周期性考核。
8.3.2 应定期组织部门自我评价和部门间相互评价。
8.3.3 应对评价结果进行分析、制定措施、实施改进。

8.4　 应急与演练
8.4.1制定应急预案（报警处置预案）
从业单位应制定报警处置预案并演练，应符合下列要求：
a) 报警处置预案符合国家法律、法规、规章的要求和安全管理、服务工作的需求；
b)对报警事件、故障事件进行分类，并按其紧急程度进行分级。根据不同时间类别及其级别编制对应的处置预案，并定期进行演练。每年演练不少于2次。
8.4.2演练要求
[bookmark: _GoBack]8.4.3 应急预案完善
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